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Your Launchpad to a Cybersecurity Career

W W W . H A L I S A N S . C O M

Objective:

Each project is designed to produce tangible deliverables, including documentation, reports, 

diagrams, dashboards, and evidence suitable for showcasing on GitHub and discussing during 

cybersecurity interviews. By working through these projects, participants will gain the 

knowledge and skills necessary to perform thorough security assessments, identify 

vulnerabilities, and understand the importance of proactive cybersecurity measures.

Hands-On Projects:

1.  Identity & Access Management (IAM) On-Prem

2.  Identity & Access Management (IAM) On-Cloud (AWS)

3.  Linux Security

4.  Vulnerability Management

5.  Cloud Security Assessments

6.  Penetration Testing

7.  SIEM & Detection Engineering

8.  Threat Hunting

9.  Security Governance & Risk Management

10. Phishing Awareness Campaign Simulation

11.  Phishing Email Analysis

12. Threat Hunting Using Mitre Att&ck

13. Threat Modeling using Threat Dragon and Windows Threat Modeling Tool
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